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Statistical Analysis in Syslog Files in DNS and Spam SMTP Relay Servers
Ryuichi Matsuba, Yasuo Musashi, and Kenichi Sugitani

The syslog files of the subdomain E-mail(sdMX), the subdomain DNS(sdDNS), and the top domain DNS
(tDNS) servers in Kumamoto University were statistically investigated when sdMX was a spam relay. sdMX
worked as a spam relay becomes the worst DNS query client to tDNS. The main contents of the DNS query
access from sdMX to tDNS are MX records. This is because the resources of sdMX is consumed by only the
spamming SMTP relay accesses. Therefore, we can detect the subdomain E-mail server whether or not is a spam
relay by only monitoring the DNS query traffic from the subdomain E-mail server to its top domain DNS server.

Detection of Mass Mailing Worm-infected IP address by Analysis of Syslog for DNS server
Ryuichi Matsuba, Yasuo Musashi, and Kenichi Sugitani

The syslog messages of the topdomain-secondary DNS server in Kumamoto University were statistically inves-
tigated when infection of mass mailing worm (MMW) like W32/Sobig, W32/Mydoom, and W32/Netsky were
increased worldwidely. The interesting results are: (1) The MMW-infected PC terminal sends packets including
only both A and MX records to the DNS server when going on MMW-infection. (2) The hijacked/UNIX-like PC
terminal transmits packets including A, MX, and PTR records to the DNS server in a spam relay. Therefore, we
can detect MMW-infected PC terminals by only monitoring the DNS query traffic from the DNS clients like PC
terminals.)

Statistical Analysis in Log Files of Electronic-Mail Server and Domain Name System Server.
SPAM Mail Generates Many DNS Query Packets.
Yasuo Musashi, Ryuichi Matsuba, and Kenichi Sugitani

The system log (syslog) files of the E-mail and the DNS cache servers in Kumamoto University were statistically
investigated when receiving a lot of spam mails. The DNS query traffic between the E-mail and the DNS cache
servers increases when many traces of spam and/or junk mails are found in syslog file of the E-mail server. The
DNS query traffic decreases when preventing access between the E-mail server and the spam/junk transferring
SMTP clients. This is because the DNS query between the DNS and E-mail servers are mainly driven by the
SMTP access in the E-mail server. Therefore, we can detect abnormality of the E-mail server by monitoring
the DNS query traffic from the E-mail server to the DNS server and get access-controlling list by analysis of the
SMTP syslog files.

Full-scale and Real-time Virtual Experiments in Dynamics
by using an Immersive Projection Display and Hand Manipulation
H. Nakano, K. Tokunaga, N. Osawa and H. Akiyama

We improved our three-dimensional (3D) virtual experiment system on web browser for distance learning of
physics and adapted for an immersive projection display and hand manipulation. The system realizes full-scale
and real-time virtual experiment by using the virtual environment system; TEELeX (Tele-Existence Environment
for Learning eXploration) at NIME (National Institute of Multimedia Education, Japan) and it3d (Interactive
Toolkit library for 3D applications) library. Learners not only do 3D virtual experiments on web browser but
also face an experience of full-scale and real-time experiments with user interfaces in the virtual environment.

Development of a Hand Device Emulation System for Realizing a Virtual Environment on a
Personal Computer by using it3d and Java3
A. Hashimoto, H. Nakano, N. Osawa, S. Orita and H. Akiyama

We are developing a hand device emulation system for realizing a virtual environment on a generic personal
computer by using it3d and Java3D. It3d is an interactive toolkit library for developing 3D applications, which
utilizes virtual reality technologies. It was implemented by using the Java language and the Java3D class library
to enhance its portability. Manipulation devices, such as a hand device, are necessary for treating 3D objects (3D
menus, buttons and so on) given by it3d library. Such manipulation devices are rather special and too expensive
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for personal use. It is therefore not realistic for online education in virtual environments where learners are
studying on their PCs at home. This is the motive force to develop a hand device emulation system. The system
enables 3D applications for virtual environment to run on generic PCs without any modifications. The hand’s
position, gradient and limited shapes of fingers can be controlled even only with mouse actions; click, double-click,
scroll, drag and so on. It is not necessary for the hand device emulation system to run on the same PCs where
the 3D application is running, because our system uses the distributed network functions provided by it3d

Strategy for the Use of Course Management Systems
Based on the Experiences of the Large-scale Courses
H. Nakano, T. Kita, K. Sugitani, R. Matsuba, M. Migita, Y. Musashi, N. Iriguchi,
T. Kiyan, Y. Ohta, K. Tsuji, M. Shimamoto, T. Kida and H. Akiyama

Large-scale courses named “Basic Course of Information Technologies A” and “Basic Course of Information
Technologies B” have around 1,800 students respectively, where we applied course management systems; WebCT
and WebClass, through a year. WebCT was also applied to a large-scale course named “An Introduction to
Information Processing” which has around 1,000 students and was held as an intensive course. The e-Learning
contents has just been opened for the contribution to community by the use of WebClass and Internet Navigware.
Along these experience, we will discuss strategy for the use of course management systems related to the academic
affairs information system; SOSEKI.

Construction of Regional Cooperation Activities Support System Combined Television
Conference and Streaming Distribution.
Tsuyoshi Kiyan, Yasushi Ohta, Hiroshi Nakano, Toshihiro Kita, Ryuichi Matsuba,
Kenichi Sugitani, Yasuo Musashi, Masahiro Migita, Kazutaka Tsuji, Masaru Hashimoto,
Takeshi Kida, Norio Iriguchi, and Hidenori Akiyama

As a part of the LINK (Local Initiative Network Kumamoto (Knowledge)) project, the network connection
system was constructed between the Kumamoto Prefecture and the Kumamoto University with several network
servers; Web, e-Learning, TV conference and streaming distribution servers. We have designed the the regional
cooperation activities support system by the combination of the TV conference server and the streaming distri-
bution server. The system can distribute the contents of TV conference as the live stream over the Internet by
combining one of the TV conference client and the encoder client of the streaming server. We will present the
system configuration for " The Regional contribution symposium in Kumamoto University” as an example, and
discuss the problem of the degradation of the video quality and the audio delay, and indicate their solutions.

Practical Use of WebCT for a Large-scale Course
H. Nakano, T. Kita, K. Sugitani, R. Matsuba, M. Migita,
Y. Musashi, N. Iriguchi, K. Tsuji, M. Shimamoto, T. Kida and H. Akiyama

A Large-scale course was done by the use of WebCT. The Course named“ Basic Course of Information
Technologies ” had around 1800 students who were divided into 29 classes with 9 professors. This paper will
show the management by the use of cross-listed course with Instructional Management System (IMS), and
describe the making and sharing the course contents.

System and StaR Organizing to Enable All the Students of All the Faculties to Learn
Information Technology Basics up to a Uniform Level
KITA Toshihiro, Usagawa Tsuyoshi, Sugitani Kenichi, Nakano Hiroshi, Matsuba Ryuichi, Migita
Masahiro, Musashi Yasuo, Iriguchi Norio, Tsuji Kazutaka, Shimamoto Masaru, Kida Takeshi,
Akiyama Hidenori

Since 2002, Kumamoto University has oRered courses named“ Basic Course of Information Technologies A ”
and“ Basic Course of Information Technologies B” both of which all the 1800 freshmen of the university are
required to take. In this report, we mention the historical background, contents of the exercise class, education-
oriented computer room configuration andWeb-based learning systems used for the class, including problems
encountered until now and trials and errors toward their solution.
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